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Introduction

The Dell™ Metered Rack Power Distribution Unit (rPDU) provides both serial and Ethernet (10/100 Base-T)
communication ports for external controls. These communication ports are not only used to monitor and manage
metered rPDUs. These ports are also used to upgrade Microprocessor Control Unit (MCU) and the Network
Management Card (NMC) firmware.

Software user interfaces (flash upgrade utilities) provide an easy way to select and download a firmware upgrade file for an
rPDU MCU or NMC. The flash upgrade utilities rely on unique model identification information to prevent an incorrect
NMC or MCU firmware load from being installed on an rPDU during an upgrade. Flash upgrade utilities for serial
upgrades can be accessed through a PC connected to the serial port on the rtPDU (see Figure 1). Network upgrades can
also be performed with a flash upgrade utility for tPDUs with a connection to a network server or router.

The rPDU is powered up during an upgrade. Because firmware flash upgrades are transparent, they do not affect rPDU
operation.

0 Upgrte Uity DN VNN

Vpgrade

Figure 1. Upgrading the rPDU Firmware

% NOTE: Only one rPDU can be upgraded at a time.
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The rPDU front panel is used for the firmware flash upgrades as follows (see Figure 2):
e Use the Ethernet port for a network NMC or MCU firmware upgrade.
e Use the serial port for a serial NMC or MCU firmware upgrade.
e Use the RESET button to reset the NMC card when performing a network NMC firmware upgrade.

DRY CONTACT
SENSOR

Serial ] Ethernet
Port ® Port

RESET @

I— NMC Reset Button

Flash Update
in Process

Figure 2. rPDU LCD and Ports

Although the upgrade does not impact rPDU operation, the front panel buttons are disabled and you cannot use the
LCD menus to manage the rPDU during the upgrade.

During an MCU upgrade, the LCD displays a Flash Update in Process message and provides a progress bar as the
upgrade progresses (see Figure 2). If the upgrade is interrupted, recovery processes allow the upgrade to restart. If the
MCU upgrade fails, the LCD displays a Flash Error message and the backlight changes to amber text with a dark red

background.
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Supported Models

The rPDU NMC and MCU firmware upgrades are supported on the following models:
e DELLMO0001
e DELLMOOIA
e DELLMO0002
e DELLMO0003
e DELLMO0004
e DELLMO04A
e DELLMO0005
e DELLMO0006
e DELLMO0007
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Network Upgrades for NMC and MCU Firmware

This chapter describes how to use the Dell Metered Rack Power Distribution Unit (rPDU) network upgrade utility to
update Network Management Card (NMC) or Microprocessor Control Unit (MCU) firmware. This chapter also
describes the upgrade utility window and provides prerequisites for upgrading the rPDU.

Before You Begin

Before upgrading, be aware of the following:
e AC input must be available and within the rPDU operating range to begin the upgrade.
*  You do not need to turn off the tPDU control power in order to flash upgrade the -tPDU NMC or MCU firmware.
*  You do not need to open the rPDU cover in order to flash upgrade the NMC or MCU firmware.

*  You must have access to the upgrade.exe program to use the firmware flash upgrade utility.

Both NMC and MCU firmware can be upgraded over the network using the Network Upgrade tab on the PDU Upgrade
Utility window (sce Figure 3).

| Upgrade -- PDU Upgrade Utility Dell 00.01.0001

Metwork Upgrade lSeriaI Upgrade1 e IPw4  IPv6
~FDU List-
IP Address | MALC Address | WMC Yerzion | Reference Mumber | MCU version I POU SerialNumberI Account

£ | 2

SetIP I Browsel Add J IWodify I Remuve‘ Digcaver

-Image Information
{e MMC o MCU

Wersion MNo. Date: File Size: Ingrade
File Mame: ] Cpen

Quit |

Figure 3. PDU Upgrade Utility Window (Network Upgrade Tab)

Exploring the Network Upgrade Tab

Use the Network Upgrade tab of the PDU Upgrade Utility (see Figure 3) to perform the following:
e Select the firmware file for this upgrade
*  Verify the unique rPDU and firmware identification data before you upgrade the rPDU
* Initiate the tPDU firmware upgrade

See Table 1 for descriptions of the fields and buttons on the Network Upgrade tab.
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Table 1. Network Upgrade Tab Descriptions

Field Purpose Description

IPv4 Upgrade Setting Provides a list of rPDUs in this network with [Pv4
addresses.

[Pv6 Upgrade Setting Provides a list of rPDUs in this network with IPv6
addresses.

PDU List Panel Purpose Description

IP Address (IP Address)

rPDU Identification

Specifies the IPv4 or IPv6 address of the rPDU, depending
on the radio button selection.

MAC Address (MAC
Address)

rPDU Identification

Specifies the MAC address of the rPDU.

NMC Version (NMC

Version)

rPDU Identification

Specifies the present NMC firmware version.

Reference Number
(Reference Number)

rPDU Identification

Specifies the MCU firmware identification code.

MCU Version (MCU
Version)

rPDU Identification

Specifies the present MCU firmware version.

PDU Serial Number (PDU
Serial Number)

rPDU Identification

Specifies the unique rPDU serial number.

Account (Account)

User Identification

Specifies user privilege (always admin). Data populates in
this field only if the Modify button is selected. Resize the
window to see this field.

Password (Password)

User Identification

Admin user password. (The password is masked. Only
asterisks display.) Data populates in this field only if the
Modify button is selected. Resize the window to see this

field.

Card (Card)

Equipment Identification

Specifies the equipment type (always PDU). Resize the
window to see this field.

Button

Purpose

Description

Set IP (Set IP)

Action Button

Changes the rPDU upgrade target IP address.

Browse (Browse)

Action Button

Selects an rPDU upgrade target from the Web page.

Add (Add)

Action Button

Locates a new rPDU upgrade target based on the correct
[P address and password you enter, and adds it to the list.

Modify (Modify)

Action Button

Allows you to enter the password needed to proceed.

Remove (Remove)

Action Button

Removes an rPDU upgrade target from the list.

Discover (Discover)

Action Button

Retrieves a list of rPDUs in your network.

Image Information Panel

Purpose

Description

NMC Upgrade Setting Upgrades the rPDU NMC firmware when this radio
button is selected.
MCU Upgrade Setting Upgrades the rPDU MCU firmware when this radio

button is selected.

Version No./Version (Version

Number/Version)

Upgrade File Identification

Specifies the version for the selected firmware upgrade file.

Date (Date)

Upgrade File Identification

Provides the release date for the selected firmware upgrade
file. (Displays for NMC upgrade only.)

Reference Number
(Reference Number)

Upgrade File Identification

Specifies the MCU firmware identification code. (Displays
for MCU upgrade only.)
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Table 1. Network Upgrade Tab Descriptions (continued)

Image Information Panel Purpose Description

File Size (File Size) Upgrade File Identification Specifies the size of the selected firmware upgrade file.
File Name (File Name) Upgrade File Identification Specifies the name of the selected firmware upgrade file.
Button Purpose Description

Upgrade (Upgrade) Action Button Starts the firmware upgrade for the target tPDU.

Open (Open) Action Button Loads the selected firmware upgrade file.

Quit (Quit) Action Button Exits the upgrade utility.

Creating the Network Connection

Before you begin the NMC or MCU network upgrade, you must provide a proper connection between the network and

the rPDU.

% NOTE: The PC you use for the network upgrade must be connected to the same network as the rPDU.

To create an Ethernet connection between the rPDU and the network:

1 Locate the Ethernet cable to use for this network connection (not provided).

2  Ensure the network cable is connected to a network server or router connection.

3 Connect the Ethernet cable RJ-45 connector to the Ethernet connection port on the rPDU (see Figure 4).
4

Ensure the PC you will use for this firmware upgrade is connected to the same network.

? :
& ORrENsoR
E (LLL)
27 1
lolol ==
2 RESET@
{

To the Network

To the Network

Figure 4. Connecting the rPDU to the Network
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Upgrading the Firmware

These instructions describe the network flash upgrade procedure in the following sequence:
e Preparing the rPDU for the upgrade
e Accessing the network upgrade user interface
e Seclecting upgrade settings
e Identifying the rPDU to upgrade
e Seclecting to upgrade either NMC or MCU firmware
*  Completing the upgrade process

% NOTE: If power to the rPDU is interrupted at any time during the upgrade, check each circuit breaker and reset if necessary.
To prepare the rPDU for the network NMC or MCU firmware flash upgrade, perform the following:

1 Verity that the tPDU you intend to upgrade is powered up and properly connected to the PC USB port using the
Ethernet cable (sce Figure 4).

2 Exccute the upgrade.exe program. The Upgrade -- PDU Upgrade Utility window displays.

3 Select the IPv4 or IPv6 radio button to specify the version of IP addresses you want to retrieve (see Figure 5).

| Upgrade -- PDU Upgrade Utility Dell 00.01.0001

Metwark Upgrade lSeriaI Upgrade] ® IPvd O IPvA
PO List-

IP Address | MAC Address | MNMC Yerzion | Reference Number1 MCU verzion | PO Serial Mumber Acocount

<-. LK _>

Set [P I Bruwsej Add I Modify ‘ RemoveJ Discover

~Irmage Information
& NMC 7 MCY

Yersion Na. Date: File Size: Ingrace
File MName: l Cipen

Cuit

Figure 5. Selecting IPv4 or IPv6
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To select the rPDU you intend to upgrade:

4  Click Discover to retrieve a list of rPDUs in your network with [Pv4 or IPv6 addresses.

5  Verify that the rPDU you intend to upgrade is listed in the PDU List panel (see Figure 6).

ity. Dell 00.01.0001

MNetwork Ungrade |Seria| Lpgrade I

& IPud o IPuE

~FPDU List

IP Adchess |

MAC Address | MMC Version | Reference Numberl MCU version |

PO Serial Mur

172.18.108.119 bE-ac-Gi-fc-ef-64 00.01.0033 3510

CM-O03FG8-75362-41 I

00.01.0010

Discover

Cancel

~Image Information

%@ Looking for POU, please wait ...

z

I Ciscover I

11}

* NMC £ pcU

Wersion Mo, |

Date: | File Size: |

File Mame: |

Quit |

Figure 6. Verifying the rPDU to Upgrade

6  Sclect the row for the rPDU you want to upgrade (see I'igure 7).

| Upgrade -- PDU Upgrade Utility Dell 00.01.0001

IF Address
8108119 | bS-ackffc-efB4 | 00.01.0033

3510

Metwork Upgrade I Serial Upgrade i FPvd O IR
-PDU List
MALC Address MMC Yersion | Reference Mumber | MCU version FDU Serial Mur

| oootomo | CM-00SFG

< I | >
SetIP Browse Add | Tladify | Remove Diiscover
~Image Infor mation
o NMC o MCU
‘ersion Mo, |— Date: I_. File Size: I_ Lngrade
File MName: | Cpen |

Quit I

Figure 7. Selecting the rPDU to Upgrade
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7  Click Modify. The Modity pop up window displays. In the Password field, enter admin and click OK (see Figure §).

pgrade -- PDU Upgrade Utility Dell 00.01.0001

Metwork Upgrade |59ria| Upgradel & IPva  IPvE
~PDU List
IP Address I MAC Address i ML WVersion i Reference Numberl MCL wersion I POU Serial Nur
ﬁ 17218.108.119 bE-ac-Bf-fc-ef-64 00.07.0033 3510 00.07.0010 CN-003FGE-FE362-41
| I b

I Modify I Remave Discover

IP Address ;| 172,18,108,119

-Image Information—

o (‘ :
s e Arcount | admin
Wersion Mo, | File Size: |
Password : I"‘***"‘ I

File Marne:

I oK l Cancell

Figure 8. Providing the User Password

% NOTE: Asterisk characters display in the password field.
To select whether to upgrade the tPDU NMC firmware or MCU firmware, perform the following:
8  Are you upgrading the NMC firmware or MCU firmware?

If NMC, go to step 9.

If MCU, go to step 12.

12 | Network Upgrades for NMC and MCU Firmware



9

Under Image Information, confirm that the NMC radio button is selected (see Figure 9).

MNetwork Lipgrade | Serial Upgrade I

| Upgrade -- PDU Upgrade Utility Dell 00:01.0001

& IPy4 " IPvE

~FDU List
IP Address I MaC Addrezs i ML Yersion i Reference Numberl FCU werzion I PO Serial Mur
ﬁ 17218108119 b8-ac-Bf-fo-ef-B4 00.01.0033 9510 00.01.0010 CH-009FGAE-7R362-41
S.' iii | l
Set IP Browse Add | odify I Refmove Discover

~Image Information
o MMC o MCU
Wersion Mo. |

Date: | File Size: |

File Marme: |

Quit |

Figure 9. Confirming NMC Selection
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10 Click Open to display a list of valid NMC firmware upgrade files. Select the upgrade file to use for this flash
upgrade (see Figure 10).

Ir-Upgrade -- PDU Upgrade Utitity Dell 00.01.0001

Metwark Lipgrade |Seria| Upgrade | o TPy " IPvE
~PDU List

|F Address I MAC Address l MMC Verzion | Reference Numberi MCU wersion I POU Seral Mur

ﬁ 172.18.108.119 b5-ac-Bf-fo-af-54 00.01.0033 9510 00.01.0010 CM-O09FGE-7E3IE2-41

Laok i | £ PDU P/ and NMC P/ x| « 5 Ef-
My Fiecent Discaver I
Documents

De

)
a
=]

k=]

Lpgraide |

Ea

el
-
- O
o L
[} =
@ =2
o
=
e

by Computer
by Metwork File name: MM P 00.01.0033 = Open
. | = [ S |

Files of type: | Binany Files{* bin] ] Cancel |

Figure 10. Selecting the Firmware Upgrade File

11 o to step 14 to start the upgrade process.
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12 Under Image Information, confirm that the MCU radio button is selected (see Figure 11).

[ Upgrade -- PDU Upgrade Utility Dell 00.01.0001

MNetwork Upgrade |Seria| Upgrade i

o IPvd 1Py

~PDUI List
IP Addresz I MALC Address i Mk C Yersion i Reference Mumber | ML version I PLU Serial Mur
@ 17218.108.119 b8-ac-Ef-fo-ef-64 00.01.0033 9510 00.01.0010 CM-009FGE-FRIE2-41
< mn [ >
Set IP Browse Add | Iadify | Remaove Digcover

~Image Information
O NMC o RCU
Reference Mumber | Yersion | | File Size: |

File Marme: |

Quit |

Figure 11. Confirming MCU Selection
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13 Click Open to display a list of valid MCU firmware upgrade files. Select the upgrade file (see Figure 12).

. Upgrade -- PDU Upgrade Utility Dell 00.01.0001

Metwork Upgrade iSeriaI Upgradel LS8 G
~FDU List

IP Addresz I hAC Address_! MM Wersion I Reference Number! MCL wersion I PLU Serial Mur

ﬁ 172.18.108.119 b&-ac-Ef-fo-ef-64 00.01.0033 5510 00.07.0010 CN-0059FGE-FR362-A1

Laok ir: IE;PDU P/ and NMC P ] - £k Ef-

00,01.0010.519

My Recent Discover |
Documents

Upgrade

e |

=
=
= i o
See. §
T = 15 AT
= (=}
m =
=
:

My Computer
My Network — File name: [o0.m.oo10 R T
Places

Files of type:  [MCU Filesl"513) -l Cancel

d

Figure 12. Selecting the Firmware Upgrade File

To start the firmware flash upgrade, perform the following:

14 Click Upgrade on the PDU Upgrade Utility window.
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15 A confirmation message displays. If you did not select a more recent firmware version than the present version, a
message prompts you to confirm that the selected version is the version you want to use for this upgrade (see
Figure 13 and Figure 14). Click OK to accept the version, or click Cancel to return to step § and reselect another
firmware firmware upgrade file for the NMC or MCU.

Upgrade -- Confirmation

2

¥ou have selected an older or equal version of Firmware than the Following POLU{s)

FODU 172,18,108,119 , identical version 00.01,0033

Are you sure you would like to procesd with the upgrade?

I oK I Cancel

Figure 13. Confirming the NMC Upgrade Version

Upgrade -- Confirmation

\.'":/ ThePDUEmaeymsele:tadulhesam&orulderlhmthefimepremhmm.P-revoumlhawau
want to proceed?

Address : 172,18.108.119
=2 File Yersion : 00.01.0010 , PDU Yersion : 00.01.0010

| oK I Cancel

Figure 14. Confirming the MCU Upgrade Version

% NOTE: While upgrading the MCU, the LCD displays the message Flash Update in Process. A progress bar with the upgrade
percentage completed also displays.

16 Monitor the progress of the upgrade using the progress bar in the Upgrading pop up window (see Figure 15).

F =
| Upgrading . . .

172.18.108.119

Figure 15. Monitoring Upgrade Progress
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17 Determine the upgrade completion status (see Table 2).

Table 2. Upgrade Completion Status

Message Display

Description

Upgrade -- Information [z|

. SUMMARY:
b
172,18,1058.119 Ok,

Successful

If the firmware upgrade is successful, a successful notification message displays. This
procedure is completed.

r

Upgrade -- Information rz|

& SUMMARY:
Y
172,158,108, 119 Timeout !!

Not Successful

If errors occur during the upgrade, an error notification message displays.

To retry the upgrade, perform the following:

1. Beginning with step 4, click Discover again and retry the upgrade procedure.

2. If retrying the upgrade fails, contact Dell User Support at www.support.dell.com.

Upgrade -- Information |

] Firmwate upgrade is denied for
M]\-,) Fallowing cardis) !

10,35,155.177

Flease Check SHMP Agent's
<TFTP Upgrade Contral= Function !

Upgrade Denied

The Upgrade Denied error message displays because network upgrades are disabled
in the Dell™ Device Power Interconnect (DPI) Web interface (see Figure 16).

To enable network upgrades and retry the upgrade, perform the following:
1. Access the DPI Web interface.
2. From the DPI Control Menu, sclect Network, then sclect Control.

3. On the Network Control page, reset the Network Upgrade attribute to Enabled
(see Figure 17).

NOTE: Sce the Web Interface Operation chapter of the Dell Metered Rack Power
Distribution Unit (rPDU) User's Guide for more information.

4. Beginning with Step 4, click Discover again and retry the upgrade procedure.

5. If retrying the upgrade fails, contact Dell User Support at www.support.dell.com.

Metwork Cortrol of DELL DP

Net\.n.torkICOntrol

TCPAP Cantral

Help

Protocaol Fart Status
BootP/DHCR
FING Echo
| Network Upgrade UDP 68 | Disabled v/ |
Telnet Connection TCP |23
HTTP Suppart TCF |an Enabled

| Save

Figure 16. Identifying the Network Upgrade Disabled Setting
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onitral of DELL DRI

Network Control

TCRIF Contral

Help

Frotocal FPort Status
BootP/DHCFP Enabled
PING Echo Enablad w
Metwark Upgrade UDF 649 Enakled
Telnet Connection TGP |2z Enabled
HTTF Suppart TCP |0 Enabled

Save |

Figure 17.Enabling the Network Upgrade Setting
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Serial Upgrades for NMC Firmware

This chapter describes how to use the Dell Metered Rack Power Distribution Unit (rPDU) serial upgrade utility to update
the Network Management Card (NMC) firmware. This chapter also describes the upgrade utility window and provides
prerequisites for upgrading the rPDU.

Before You Begin

Before upgrading, be aware of the following:
e AC input must be available and within the rPDU operating range to begin the upgrade.
*  You do not need to turn off the tPDU control power in order to flash upgrade the rtPDU NMC firmware.
*  You do not need to open the rtPDU cover in order to flash upgrade the NMC firmware.

*  You must have access to the upgrade.exe program to use the firmware flash upgrade utility.

The NMC firmware can be upgraded using the Serial Upgrade tab on the PDU Upgrade Utility window (see Figure 18).

i Upgrade -- PDU Upgrade Utility Dell 00,01.0001 =19

Metwork Upgrade Serial Upgrade l
PDLUI List Serial {1 unit)

COMPot | NMCVersion |  Card |
B COM1 00.01.0033 PO

Add ‘ Remu\re| Discover‘

~Image Information i
version Mo | go,.01.0033 Date: | Aug. 27, 2010 File Size: | 1,097,119 Upgrade |

File Name: | and Settings\EriciDesktop'POU FW and NMC FIAHMC Fy 00,01,0032,BIM Open

Quit

Figure 18. PDU Upgrade Utility Window (Serial Upgrade Tab)

Exploring the Serial Upgrade Tab

Use the Serial Upgrade tab of the PDU Upgrade Utility (see Figure 18) to perform the following:
e Select the NMC firmware file for this upgrade
*  Verify the unique rPDU and firmware identification data before you upgrade the rPDU
e Initiate the tPDU firmware upgrade

See Table 3 for descriptions of the fields and buttons on the Serial Upgrade tab.
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Table 3. Serial Upgrade Tab Descriptions

PDU List Serial (1 unit) Panel

Purpose

Description

COM Port (COM Port)

rPDU Identification

Specifies the COM port on the PC used for this upgrade.

NMC Version (NMC Version)

rPDU Identification

Specifies the present NMC firmware version.

Card (Card)

Equipment Identification

Specifies the equipment type (always PDU).

Button

Purpose

Description

Add (Add)

Action Button

Locates the rPDU upgrade target based on the IP address and

password you enter.

Remove (Remove)

Action Button

Removes the rPDU upgrade target from the list.

Discover (Discover)

Action Button

Retrieves a list of rPDUs in this network.

Image Information Panel

Purpose

Description

Version No. (Version Number)

Upgrade File Identification

Specifies the firmware version for the selected firmware
upgrade file.

Date (Date)

Upgrade File Identification

Provides the release date for the selected firmware upgrade

file.

File Size (File Size)

Upgrade File Identification

Specifies the size of the selected firmware upgrade file.

File Name (File Name)

Upgrade File Identification

Specifies the name of the selected firmware upgrade file.

Button

Purpose

Description

Upgrade (Upgrade)

Action Button

Starts the firmware upgrade for the target iPDU.

Open (Open)

Action Button

Loads the selected firmware upgrade file.

Quit (Quit)

Action Button

Exits the upgrade utility.

Creating the Serial Connection

Before you begin the NMC serial upgrade, you must provide a proper connection between the PC COM (RS-232) serial
port and the rPDU serial communication port.

To create a serial connection between the rPDU and the PC:
1 Locate the RJ-45-to-DB-9 (RS-232) cable to use for this connection (provided).
2 FEnsure the serial cable RS-232 connector is connected to the COM port on the PC.

3 Connect the serial cable RJ-45 connector to the serial connection port on the rPDU (see Figure 19).
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Figure 19. Connecting the PC to the rPDU Serial Port

Upgrading the Network Management Card Firmware

These instructions describe the NMC serial flash upgrade procedure in the following sequence:
* Preparing the rPDU for the upgrade
* Accessing the serial upgrade user interface
e Identifying the rPDU to upgrade
e Seclecting the NMC firmware file to use for the upgrade
*  Completing the upgrade process

% NOTE: If power to the rPDU is interrupted at any time during the upgrade, check each circuit breaker and reset if necessary.
To prepare the rPDU for the serial NMC firmware flash upgrade, perform the following:

1 Verify that the rPDU you intend to upgrade is properly connected to the PC COM port using the RJ-45-to-DB-9
(RS-232) cable (see Figure 19).

2 Start up the rPDU as follows:
*  Plug the rPDU power cord into the power outlet.
e Turn each circuit breaker to the ON position.

% NOTE: During startup, the Dell Startup LCD screen on the rPDU displays for five seconds and then defaults to the Input Status
screen.

3 Press the RESET button for longer than 10 seconds (see Figure 19).
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% NOTE: The orange LED on the left of the serial connection port will flash. This indicates that the NMC in this rPDU is in download
mode.

4  When the NMC is in download mode, press the RESET button for longer than three seconds, then release the
button.

4 NOTE: The NMC returns to normal mode.

To select the rPDU and the firmware file you intend to use for the flash upgrade procedure:

5  Exccute the upgrade.exe program. The UPS/PDU Upgrade Software window displays.

6  Sclect the Serial Upgrade tab. Click the Discover button to discover the NMC (see Figure 20).

Metwark Upgrade | Serial Upgrade

~PDU List Serial {1 unit)

COMPort | MMCVersion |  Card
B ComM1 00.01.0033 FOU
Dascover Serial |z|

@_9 Looking for POU, please wait ...

~Image Information —
Wersion Mo, I TaE | FErSize: I Upgrade |
File Marme: I Cpen I

u Remove I IDisco\rer I

Quit |

Figure 20. Discovering the NMC
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7 Click the Open button and select the NMC flash upgrade file (see Figure 21).

% NOTE: The NMC flash upgrade file has a binary file format (*.bin).

Metwork Upgrade  Serial Upgrade i
~FDU List Serial {1 unit)-

i Upgrade -- PDU Upgrade Utility Dell 00.01.0001

COM Port

I MMLC Version I

Card I

B CoMi

B

My Recent
Documents

&

Desktop

My Documentz

-

My Computer

-~

bp Metwork,
Flaces

00.01.0033

FOU

Remoyve

Lack in: | (5 PDU P/ and NMC Fuy

x| = B ek E

Digcover

Ungrade |

File name:

Files of type:

{NMC Fw 00.01.0033

| Binaty Files( bin]

|
|

I Open I
Cancel |

Figure 21. Selecting the NMC Flash Upgrade File
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To start the firmware flash upgrade:

8  Select the row for the NMC you intend to upgrade and click Upgrade (see Figure 22).

| Upgrade -- PDU Upgrade Utility Dell 00.01.0001

Network Upgrade Serial Upgrade |
PDU List Serial (1 unit)
COM Pt ML Version Card

COM1 | 00010033 | FDU

sdd | Remove | Diecover |

Image Information
Version No. |00.01.0033 Date: [Aug. 27, 2010 File Size: |1,097,119  [Upgrade |

File Name: | and Sattings\Eric\Desktop\PDU FW and NMC FWYHMC FiW 00.01.0033.BIN Cpen

quit |

Figure 22. Identifying the NMC to Upgrade

9 A confirmation message displays. If you did not select a more recent NMC firmware version than the present
version, a message prompts you to confirm that the selected version is the version you want to use for this upgrade
(see Figure 23). Click OK to accept the version, or click Cancel to return to step 7 and reselect another NMC
firmware upgrade file.

=

Upgrade -- Confirmation

2

‘ou have selected an older or equal version of Firmware than the Following PDLKs)

PDU COML |, present version 00.01,0033

Are vou sure you would like to proceed with the upgrade?

I oK I Cancel

Figure 23. Confirming the Upgrade Version

10 Monitor the progress of the NMC upgrade (sce Figure 24).

= X
Upgrading . . .

Coml

- 3

Figure 24. Monitoring NMC Upgrade Progress

11 Determine the upgrade completion status (see Table 4).
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Table 4. Upgrade Completion Status

Message Display Description

Successful

Upgrade -- Information [X |

SLMMARY

If the NMC firmware upgrade is successful, a successful notification message displays.
This procedure is completed.

&=

CaomMl Ok

9]8

rg| Not Successful

Upgrade -- Information

o If errors occur during the upgrade, an error notification message displays.
‘:\!r) To retry the upgrade, perform the following:

COM1 Serial Connection Errar !

1. Beginning with Step 4, click Discover again and retry the upgrade procedure.

2. If retrying the NMC upgrade fails, contact Dell User Support at
www.support.dell.com.
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Serial Upgrades for MCU Firmware

This chapter describes how to use the Dell Metered Rack Power Distribution Unit (rPDU) serial upgrade utility to update
the Microprocessor Control Unit (MCU) firmware. This chapter also describes the upgrade utility window and provides
prerequisites for upgrading the rPDU.

Before You Begin

Before upgrading, be aware of the following:
e AC input must be available and within the rPDU operating range to begin the upgrade.
*  You do not need to turn off the tPDU control power in order to flash upgrade the rtPDU MCU firmware.
*  You do not need to open the rPDU cover in order to flash upgrade the rPDU MCU firmware.
*  You must have access to the Dell™ UPS/PDU Upgrade Software program.

The MCU firmware can be upgraded through the UPS/PDU Upgrade Software utility (see Figure 25).

= DELL UPS/PDU Upgrade Software - 01.03.0004

URS/FDU Firmuare File: | | &
) RS232 ar USB O MM [ Faree Upgrade Language: |Eng|ish "|
NMC IP Address: | | SNMP Read Compunity: | Public |
User Mame: ' | Passwiord: '
UPSIPDU Infarmation File Information
Product
Reference Murnber
“ersion
Ready for Upgrade
[ Connect ]| [ Upgrade ﬂ [ Close ]|

Figure 25. UPS/PDU Upgrade Software Window (Applicable Fields)

% NOTE: Some fields on this window are used for UPS upgrades only. Only the yellow-highlighted fields in this illustration can be used
for MCU flash upgrades (see Figure 25).

Exploring the UPS/PDU Upgrade Software Utility

Use this utility to perform the following:
e Select the MCU upgrade file you intend to use.
*  Verify the unique rPDU and firmware identification data before you upgrade the rPDU.
e Initiate the rPDU firmware upgrade.

See Table 5 for descriptions of the fields and buttons on the UPS/PDU Upgrade Software utility window.

Serial Upgrades for MCU Firmware | 27



Table 5. UPS/PDU Upgrade Software Descriptions

Field

Purpose

Description

UPS/PDU Firmware File
(UPS/PDU Firmware File)

Upgrade Setting

Produces a list of rPDU firmware versions. The program
reference number and firmware version display in the UPS/PDU
Information column for the file you select.

RS232 or USB

Upgrade Setting

Updates the rtPDU MCU firmware through the RS-232 port.

NMC

Upgrade Setting

DO NOT USE FOR MCU UPGRADE.

Force Upgrade (Force
Upgrade)

Upgrade Setting

DO NOT USE FOR MCU UPGRADE.

Language (Language)

Upgrade Setting

Changes the language for the rPDU MCU upgrade. The default
language depends on the operating system language selected on
your computer.

NMC IP Address (NMC IP
Address)

Upgrade Setting

DO NOT USE FOR MCU UPGRADE.

SNMP Read Community
(SNMP Read Community)

Upgrade Setting

DO NOT USE FOR MCU UPGRADE.

User (User)

Upgrade Setting

DO NOT USE FOR MCU UPGRADE.

Password (Password)

Upgrade Setting

DO NOT USE FOR MCU UPGRADE.

UPS/PDU Information
(UPS/PDU Information)

rPDU Information

Provides unique identification data for the currently connected
rPDU before the upgrade starts.

Product — Provides the iPDU equipment identification.

Reference Number — Specifies the MCU firmware identification
code.

Version — Specifies the version of the current iPDU MCU
firmware upgrade file.

Ready for Upgrade — n/a

File Information (File

Upgrade File Information

Provides unique identification data for the currently selected

Information) firmware file before the upgrade starts.
Product — n/a
Reference Number — Specifies the MCU firmware identification
code.
Version — Specifies the version of the selected MCU firmware
upgrade file.
Ready for Upgrade — n/a

Button Purpose Description

Connect (Connect)

Action button

Generates data in the UPS/PDU Information column when
selected.

Upgrade (Upgrade)

Action button

Starts the rPDU MCU firmware upgrade.

Close (Close)

Action button

Closes the utility window without saving your changes.

Creating the Serial Connection

Before you begin the MCU serial upgrade, verify that you can provide a proper connection to the rPDU.

To create an serial connection between the rPDU and the PC:

1 Locate the RJ-45-to-DB-9 (RS-232) cable to use for this connection (provided).

2 FEnsure the serial cable RS-232 connector is connected to the COM port on the PC.
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3 Connect the serial cable RJ-45 connector to the serial connection port on the rPDU (see Figure 26).

J /
f g5 omgmme
i L
2 1
lolol  ®&

o 1= DTD
RESET @

Figure 26. Connecting the PC to the rPDU Serial Port

Upgrading the Microprocessor Control Unit Firmware

These instructions describe the MCU upgrade procedure in the following sequence:
e Accessing the serial upgrade user interface
* Selecting the rPDU to upgrade
e Selecting the MCU firmware file to use for the upgrade
e Completing the upgrade process

% NOTE: If power to the rPDU is interrupted at any time, check each circuit breaker and reset if necessary.
To prepare the rPDU for the serial MCU firmware flash upgrade, perform the following:

1 Verify that the rPDU you intend to upgrade is properly connected to the PC COM port using the RJ-45-to-DB9
(RS-232) cable (see Figure 26).

2 Start up the rPDU as follows:
e Plug the rPDU power cord into the power outlet.
e Turn each circuit breaker to the ON position.

% NOTE: During startup, the Dell Startup LCD screen on the rPDU displays for five seconds and then defaults to the Input Status
screen.

3 Wait approximately 15 seconds to allow the rPDU to prepare for upgrading.
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To select the rPDU and the firmware file you intend to use for the flash upgrade procedure:
4  Start up the UPS/PDU Upgrade Software upgrade utility software.

5  Click the browse button beside the UPS/PDU Firmware File field. From the list of files that display in the Open
window, select the upgrade file with the appropriate firmware version for this upgrade (see Figure 27).

UPS/PDU Firmware File: | |

(%) RS232 or USE O MMC [ Force Uparade Language: |Eng|i5h "|
MM IP Address: | | SHMP Read Community:
User Mame: | | Passward: | |
LPSIPDLU Infarmation File Infarmatian

Froduct

Referance Mumber

Yersion

Feady for Upgrade

[ Connect ]l[ Uparade ]l[ Close ]l

= Open |.><
Lookin: |h PDU P and NMC Py v| 5] i.;_9||
[ B ooo1oniosial
t@ NMC FW 00.01.0033
My Recent
Cocuments
7 Filename:  |00.01.0010.519 | [ open ]

e Files of type: | v| Cancel

Figure 27. Selecting the MCU Firmware File

6  Click Open. The reference and version number of the upgrade file display in the File Information ficld (see
Figure 28).

7 Seclect RS232 or USB to use the PC COM port for this upgrade (see Figure 28).

=u DELL UPS/PDU Upgrade Software - 01.03.0004

UPSIPDU Fitrmweare File: |S1.Eric1.DeSk10p‘tPDU F and MMC FWA00.01.0010.51 9| Ql

(#) RE232 or USE (O NMG [] Farce Upgrade Language: |Eng|i5h v|
NMC P Address: | | SNMP Read Community

User Mame: | | Passwoard: | |
UFSIFDU Infarmation File Information
Product
Reference Mumber 5510
Wersion [0.01.0010
Ready for Upgrade

[ Connect ]I[ Upgrade_]'[ Close ]l

Figure 28. Selecting the RS-232 Setting
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8  Click Connect to establish establish communication with the tPDU MCU. The rPDU equipment information
displays in the UPS/PDU Information field (see Iigure 29).

= DELL UPS/PDU Upgrade Software - 01.03.0004
UPSIPDU Firmware File: |SIENCIDeskiopiPDU FY and NMC FWAD0.01.0010.518 QJ
(%) RS232 ar USB O MMC [ Farce Upgrade Language: %English V|
NMC IF Address: | | SNMP Read Cormmunity: |DUb|iC |
Uger Mame: | | Pasgword: | |
UPSPDLU Information File Information
Product DELL PDU 415y 2210 3PH18C1312..
Reference Mumber L5110 9510
Yersion 00.01.0010 ao.ot1.0010
Ready for Upgrade
[ Connect ]] [ Upgrade ]] [ Close ”

Figure 29. Displaying the Upgrade File Information

9  Verify that the rPDU MCU listed in the UPS/PDU Information column is the IPDU MCU you intend to upgrade.
Ensure that the firmware version was correctly selected by verifying the program reference number and firmware
version number in the File Information column (see Figure 29).

To start the firmware flash upgrade:

10 Click Upgrade on the UPS/PDU Upgrade Software window (see Figure 30). Monitor the progress bar in the middle
of the window as the upgrade processes.
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R5232 or USE

MMC IP Address:

=« DELL UPS/PDU Upgrade Software - 01.03.0004

UPSIPDU Firmware File: ESlEriCIDESI{tDpIPDU Fy and MNMC FW00.01.0010.51 9| _~|

P

Force Upgrade Language: %E_g_lish W

| SHMP Read Community; |pUb|iC

User Mame: | | Password: | |
(WNRN | ooz
UFPSIPOU Infarmation File Information
Product DELL PDU 415 2210 3PH 18C13 12,
Reference Number 9510 9510
Warsion 00.01.0010 00.01.0010

Ready for Upagrade

“ Lpgrade I

Figure 30. Monitoring MCU Upgrade Progress

% NOTE: While upgrading, the rPDU LCD displays the message Flash Update in Process. A progress bar with the upgrade
percentage completed also displays on the LCD.

11 Determine the upgrade completion status (see Table 6):

Table 6. Upgrade Completion Status

Message Display

Description

UPS/PDU Upgrade Software )

o | ) Uparade completed successfully

Successful

If the MCU firmware upgrade is successful, a successful
notification message displays. This procedure is
completed.

UPS/PDU Upgrade Software

1 ) An unknown error occurred during the upgrade process, Please retry,

Not Successful

If errors occur during the upgrade, an error notification
message displays.

To retry the upgrade, perform the following:

1. Click Upgrade retry the upgrade procedure.

2. Determine the completion status:

e SUCCESSFUL: If the firmware upgrade was
successful, a successful notification message displays.
This procedure is completed.

* UNSUCCESSFUL: If retrying the MCU upgrade
fails, contact Dell User Support at
www.support.dell.com.
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